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~ HULFT Communication Flowd) ~

The following are the send source and the destination port no. of each communication directions packet upon the file transferring.
You need to open these communications in the FireWall:

X The field name in the [System Environment Settings] is used for each port no.
For the actual port no., please verify the settings in your environment.
Also, since the port number is not dynamic (due to it being allocated by OS) when connecting using a send process or a send
request, “any” is used in the following:
Y Send Process
Packets from a Sending side to a Receiving side Send Source Port No.: any Destination Port No.: [Receive Port No.]
Packets from a Receiving side to a Sending side Send Source Port No.: [Receive Port No.] Destination Port No.: any

Y Send Request in addition to the above communication
Packets from a Sending side to a Receiving side Send Source Port No.: any Destination Port No.: [Request Acknowledge Port No.]
Packets from a Receiving side to a Sending side Send Source Port No.: [Request Acknowledge Port No] Destination Port No.: any

< Display Example of Packet > Send Source| Address Send Source| Address Data Area
IP IP Port No. Port No.
< ex.) Upon Passing th hFi [
ex.) Upon Passing throgh Firewa 1.1.1.1 2.2.2.2 any 30000 HULFT Data
G Dat
coo P FIW Pr— @0 R:sez)onse
Machine: D Destination Port: any Destinaion Port: 30000 Machine: A

Source Port: 30000 Source Port: any

IP Address: 2.2.2.2 IP Address: 1.1.1.1
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. L eceo® *vseq, Destination Port: 30000 | Source

. Receive neesecc®’’ R R Send

ReCGIVe Port so000®®® L Destinaion Port: 30000 ;;s‘ti:‘l;tion Port: any Soeeees ®cooon Zﬂryt Process
30000 Source Port: any Source Port: 30000
RequeSt Receivelr_ Destinatin Port: 31000 Sggﬁ:e Send
Port ....°"Co eeoooe

,?\‘cknowledge S Tk any  Request
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Process Destination Port: 30000 Destlsn(?l?rcéré l;%rrtt:: aSrH)OO Source Port: any 30000 Receive
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~ HULFT Communication Flow 2 ~

In HULFT, you can monitor the operation of an opposite side in addition to the file transfer.

The following are the send source and the destination port no. of each communication directions packet upon the operation
monitoring.

You need to open these communications in the FireWall.

¢ The field name in the [System Environment Settings] is used for each port no.
For the actual port no., please verify the settings of your environment.
Also, since the port number is not dynamic (due to it being allocated by OS) when connecting using a monitoring process, “any” is
used.
Y¢Send Monitoring
Packets from a Monitoring side to a Monitored side = Send Source Port No.: any  Destination Port No.: [Send Request Acknowledge Port No.]
Packets from a Monitored side to a Monitoring side  send Source Port No: [Send Request Acknowledge Port NoJ Destination Port No.: any

YcReceive Monitoring
Packets from a Monitoring side to a Monitored side  Send Source Port No.: any  Destination Port No.: [Receive Port No.]
Packets from a Monitored side to a Monitoring side  Send Source Port No.: [Receive Port No.] Destination Port No.: any

YcRequest Acknowledge Monitoring
Packets from a Monitoring side to a Monitored side  Send Source Port No.: any Destination Port No.: [Request Acknowledge Port No.]
Packets from a Monitored side to a Monitoring side  send Source Port No.: [Request Acknowledge Port No.J Destination Port No.: any

¢ Service Monitoring *the monitoring target is “HULFT for Windows Ver.7.2.0 or later versions” only
Packets from a Monitoring side to a Monitored side  Send Source Port No.: any  Destination Port No.: [Service Process Port No.]
Packets from a Monitored side to a Monitoring side  send Source Port No. [Service Process Port No] Destination Port No.: any

¢ Scheduler Monitoring *the monitoring target is “"HULFT for Windows Ver.7.2.0 or later versions” only
Packets from a Monitoring side to a Monitored side  Send Source Port No.: any  Destination Port No.: [Scheduler Port No.]
Packets from a Monitored side to a Monitoring side  Send Source Port No.: [Scheduler Port No.] Destination Port No.: any

[Caution] Targets that can be monitored will vary depending on the host type and the version of HULFT installed on the
monitored host.
For details pertaining to monitoring target, please refer to “Remote Heartbeat Function” in the “administration manual”.
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~Effective FireWall Setups Suggestion1~

You can filter malicious communication request packet by allowing onl y the response
packet (ACK) from HULFT to transmit.

Company A's

Firewall Company B's

FireWall

HULFT communication request packet

[
»

Cgmpany A | I Destination Port: 30000

HULFT response packet IP Address: |4.4.4.4

IP Address: 3.3.B.3

Company B
Malicious Packet
By newly checking this area,
security will increase.
N
< Display Example of Packet > Send Source| Address Send Source| Address Response Data Area
IP IP Port No. Port No. Packet
.) Upon Passing through Fi Il

= &) Upon Passing through Firewall > (SSISYENS 4.4.4.4 30000 any ACK HULFT Data
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~How to Setup Effective FireWalls1~

Send Source| Address |Send Source| Address Response
Packet Direction IP IP Port No. Port No. Packet Data Area
5555 6.6.6.6 any 30000 SYN HULFT Data
e

Access List: 101

E Data Direction

P —
Access List: 102

IP Address: 6.6.6.6
IP Address: 5.5.5.5

Send: Host A Firewall Receive PortNo.: 30000 . oiva- Host B
Send Source| Address |Send Source| Address | Response Packet Direction
IP IP Port No. Port No. Packet Data Area
—Eeeeeeeee
6.6.6.6 5555 30000 any ACK HULFT Data
e

If you would like to increase the security of Host A using the firewall, you
must set up an access list that filters packets of A to B (in this case,
access list 101) and an access list that filters pa  ckets of B to A (in this

case, access list 102).

[Caution] In "HULFT for Mainframe Type VOS Ver.5," ping is issued from VOS upon connection so you

must additionally set up to allow the connection.
In "HULFT for Mainframe Type VOS Ver.6," you can select whether or not to issue ping upon

connection.
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~Effective FireWall Setups Suggestion2~

In the" ~Effective FireWall Setups Suggestion~," we suggested to check the response
packet flag as a workaround, but we have recently seen a problem that abusesthis setting
to externally setup (ACK) to attack.

To be prepared for thiskind of attacks, many productswith the FireWall feature (such as
Stateful Inspection) to check extensively up to session infor mation to deter mine whether it
IS response packets arereleased so using thisfeatureisthe effective way to accept response

packets.
There have been caseswhereit had no
meaning to check thisarea.
/
< Display Example of Packet > Send Source| Address Send Source| Address [ Response Data Area

IP IP Port No. Port No. Packet

< ex.) Upon Passing through Firewall > | 3 5 5 3 4.4.4.4 30000 any ACK HULFT Data
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~How to Setup Effective FireWalls2~

Packet Direction

IP Address: 5.5.5.5

Send: Host A

Send Source| Address |Send Source| Address Response
IP IP Port No. Port No. Packet Data Area
5555 6.6.6.6 any 30000 SYN HULFT Data
e

Access List: 101

E Data Direction

<—
Automatically determine using features
such as the Stateful Inspection

Firewall

IP Address: 6.6.6.6
Receive Port No.: 30000

Receive: Host B

If you would like to increase the security of Host A using the FireWall,
you will need to enable the feature to automatically determine
response packetsin addition to the access list (in this case, Access List

101) that controlsthe packetsflowing from " A" to" B" .

[Caution] In "HULFT for Mainframe Type VOS Ver.5," ping is issued from VOS upon connection so you
must additionally set up to allow the connection.
In "HULFT for Mainframe Type VOS Ver.6," you can select whether or not to issue ping upon

connection.
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